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Introduction to Remote Backup 

Introduction to Remote Backup Version 10 

 

How to Use this Documentation 

¶ There are three parts to this documentation - the RBS Server (what you are reading 
now), the RBS Client Advanced Interface, and the RBS Client Simple Interface. There is 
a help file for each, which is accessible from the Help Menus in the applications. 

¶ The Client software has two User Interfaces that you can select. The default is the 
Simple Interface. Read the chapter on Client Interfaces for more information. 

¶ You might prefer to print this documentation. If so, you will find the .PDF versions 
formatted for printing in the \Documentation\ folder of the \Program Files\RBS Server\ 
directory. 

¶ There's a Quickstart Guide for those who just can't wait to get started. 

 

How Does Remote Backup Work? 

Remote Backup works like regular data backup software, with one important 
difference. Instead of sending backups to a tape drive or other media attached to the 
computer it is backing up, Remote Backup sends the backup over the Internet, 
regular telephone lines, or other network connections to your backup server safely 
offsite. It does this (usually) at night while computers are not being used. Backups 
can also be done on-demand, any time. 

It's completely automatic. In fact, you may even forget it's working. Most businesses 
put their lives on the line every night and don't realize it. With businesses depending more and more on 
the data stored in their computers, proper backups are becoming much more critical.  

Remote Backup accomplishes several essential steps that are often overlooked or done improperly 
by other backup software - especially in the regular non-automated backup systems.  

Backups are done on schedule, reliably. Most businesses don't do this. For one reason or another, 
they don't keep a regular backup regimen. Usually it's because the person responsible for doing 
backups (if there is one) is too busy doing something else, or someone is using the computer when it's 
time for a backup, or they simply forget. Since Remote Backups are done with automated software 
usually at night, when nobody is using the computer, backups are always done on schedule.  

The correct files are backed up. Ordinary backup software is often installed with a list of files to be 
backed up. This set of files usually represents the state of the system when the software was installed, 
and often misses critical files. Further, it often fails to back up files that get added later. Compounding 
this problem, VERY few businesses take the trouble to reset their backup software regularly to include 
new files. 

Remote Backup solves this problem by constantly reevaluating the computer system, adding files to 
the backup as needed. Several full copies of files are stored using a sophisticated version control 
system unavailable in most other backup software of any kind. This is much too important to overlook.  

The general definition of "proper" backups requires redundancy. One must keep multiple copies of the 
same files at different points in their development, called versions. As an example, you should have a 
different copy of each backed-up file for each backup session. Further, you should be able to easily 
restore any of your files up to any given point in time. Banks do it, big corporations do it, and so should 
small businesses. Only Remote Backup has such an easy to use version control system.  

Backups are encrypted for complete security. Tape backups are not generally encrypted, so anyone 
can read them and gain access to client database, billing records, payroll, tax info, and everything else 
on computers.  
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Remote Backup encrypts its backups using your choice of eight of the strongest cryptographic 
methods in the world for complete security so nobody, not even the RBS Service Provider, can read 
the files. Finally and most importantly - Backups are immediately sent offsite and stored safely away 
from the clients' computers and their businesses. This is where almost every business makes its 
biggest mistake. Even if they do everything else perfectly, backups are of little use if their building 
burns, or if they are unable to physically recover their tapes from the premises. Most small companies 
who do backups leave the tapes in the building with the computer, where they can be destroyed right 
along with the computer.  

Of course, you can see that this would be a problem in a fire or flood or an earthquake. But it's also 
useful in emergencies where businesses are forced to evacuate their offices quickly. Even businesses 
that do backups and have good, undamaged tapes have to shut down. Many go out of business simply 
because they don't have access to their data.  

Remote Backup solves this problem by automatically storing this valuable data at more than one site. 
So, a business can be back up and running with new computers and their latest data no matter what 
catastrophe happens.  

 

Preparing the Client Installers 

This software contains a Server installer and Client installers. Installing the Server is straightforward, 
and few have problems with it. However, before you can install the Client you must first customize it so 
your installed Client software knows how to contact your Server. Skipping this part of the installation 
process is what causes most problems experienced by new users. 

 
Read the section on Customizing the Client Installer to learn how to properly set up your Client 
installers, or view helpful online tutorial movies here: 
 

http://remote-backup.com/multimedia.htm 
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Quickstart Guide 

This Quickstart Guide is in two sections. The first section is for use if you are testing the RBS 
software using the free Evaluation Version. Use the second section if you have purchased the 
RBS software and you are installing the Live version. 

I am evaluating the software using the free Evaluation Version 

1 - Install the Software 
You probably downloaded a file called rbseval.exe. This contains the RBS Server and an un-
configured RBS Client. Run it on a Windows computer (XP or greater) that will operate as your 
Server, receiving backups from client computers. 

2 - Configure the Router 
[More Information in the Ports chapter] 

The installation software will attempt to configure the internet router attached to your computer to 
forward ports 2774 and ports 29001 through 29010 to the RBS Server computer. If your router is 
not a Plug and Play router, or you don't use a router, this attempt will fail. This may or may not be a 
problem. You may have to configure your router manually. 

Router problems are the most common issues we face in Tech Support. They are also the 
easiest for us to solve. If you have any problems you can't solve, we will be happy to fix 
them for you. Just phone us at (901) 388-5988. 

3 - Test the Server 
[More Information in the RBS Server Tester chapter] 

After you have installed the Evaluation Software and configured your router, test the RBS Server to 
make sure it can be reached from outside your network. There is a Server Tester built into your 
software which will order a test of your Server from the RBS Data Center. Click the More 
Information Here link for instructions on how to use it. 

4 - Download and Install the Evaluation Client 
Now that you have installed and tested your RBS Server, you are ready to install the RBS Client 
software. You may install it on the same computer as your RBS Server, or you may download it to 
another computer. 

The RBS Server installer will ask you if you want to download an Evaluation Client version. If you 
like, you can download it and copy it to another computer, and run it there. If you missed the 
download prompt, you can download an Evaluation Client from the following link. 

http://remote-backup.com/myip.htm 

The specially-configured Evaluation Client software is for evaluation purposes only, and should not 
be used with live clients. It has been preconfigured for the default "DEMO" account on the 
Evaluation RBS Server software. When you install it, you will be asked for your RBS Server's IP 
Address, which is displayed at the top of the download page, in green text: 

 

Your RBS Server's IP address is: 64.132.151.256  

 

Enter your RBS Server's IP Address in the space provided when you install the Evaluation Client. 
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The Evaluation Client is preconfigured to back up a set of demo files, which are also installed with 
the Client software. After you select the OK button, your Evaluation Client software is installed and 
ready to test. 

Please consult the Help File for more instructions on how to operate the RBS Client and RBS 
Server software. 

Note: Use this Evaluation Client software on ONE COMPUTER ONLY! If you would like to 
test the software with more than one Client, use the following instructions to create 
additional Client installers. 

 

 

I have purchased the live software and I am installing it for the first time. 

1 - Install the Software 
You may have downloaded your software in a file called rbs1000.exe, or on a CD. This contains 
the RBS Server and an un-configured RBS Client. Run it on a Windows computer (XP or greater) 
that will operate as your Server, receiving backups from client computers. 

2 - Configure the Router 
[More Information in the Ports chapter] 

The installation software will attempt to configure the internet router attached to your computer to 
forward ports 2774 and ports 29001 through 29100 to the RBS Server computer. If your router is 
not a Plug and Play router, or you don't use a router, this attempt will fail. This may or may not be a 
problem. You may have to configure your router manually. 

Router problems are the most common issues we face in Tech Support. They are also the 
easiest for us to solve. If you have any problems you can't solve, we will be happy to fix 
them for you. Just phone us at (901) 388-5988. 

3 - Test the Server 
[More Information in the RBS Server Tester chapter] 
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After you have installed the RBS Server Software and configured your router, test the RBS Server 
to make sure it can be reached from outside your network. There is a Server Tester built into your 
software which will order a test of your Server from the RBS Data Center. See the chapter called 
RBS Server Tester for instructions on how to use it. 

4 - Install and Configure the PlugIns 
If you have purchased any of the RBS PlugIns, install them now. They should be installed on the 
RBS Server computer. Some PlugIns may require configuration. Consult the documentation for 
each PlugIn for instructions. 

5 - Configure your Client Installers 
[More Information on the Customizing and Installing the Client Software chapter] 

Your RBS Software comes with a Server and a Client. The Client software should be 
customized for your Remote Backup Server before you distribute it. Click the link above to read 
about all your options for customizing and branding your RBS Client software. 

Note: In order to use your Client software, you must enter at least the RBS Server's IP 
address or Domain Name, and then build your Client installer. See "RBS Server IP 
Address" in the chapter, Basic Settings Tab.  

6 - Build and Deploy Client Installers 
[More information in the Creating Client Installers chapter.] 

After you have configured, customized, and/or branded your Client software, build the Client 
Installer(s). You will distribute your Client installers to your customers. Client installers can be built 
as single .EXE files, CD images, or downloadable installation packages. 

7 - (optional) Build and Deploy Stand Alone Restore Agents 
[More information in the Stand Alone Restore Agents chapter] 

The two Restore Agents are very small programs that can restore your clients' data without 
installing the RBS Client software. They are unique to your RBS Server, so they have to be built 
using the Customize Client Installer utility after you have installed your RBS Server. We suggest 
you build them at the same time you build your Client installers, since they are on the same set of 
screens. 
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Client Documentation and Interfaces 

The RBS Client software included in this package comes with two User Interfaces, each with its own 
documentation. The default is the Simple Interface, which has quite a different look and feel than the 
Advanced Interface. When you customize your client software you can select which interface you want to 
use, and you can also decide if you want to allow your end users to switch between the two interfaces. 

Both User Interfaces can be customized and branded. 

The Simple Interface 

Client Documentation [Simple Interface] 

The Simple Interface is the default. It is very user-friendly with most features driven by simple wizards. 
The Simple Interface contains the most commonly used features of the software, without the clutter of the 
more advanced features that most end users do not use regularly.  

Note: The Simple Interface WILL NOT back up MS Exchange, SQL Server, SharePoint, System 
State, or Active Directory. Use the Advanced Interface for backing up these databases. 
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The Advanced Interface 

Client Documentation [Advanced Interface] 

Power users, software installers, and Administrators prefer the Advanced Interface. It contains ALL 
functions of the software. Service Providers who install the software for end users find it best to use the 
Advanced Interface while configuring the Client software, and then switch to the Simple Interface when it 
is turned over to the customer. 

Click the picture below to display the Client Documentation. 
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Technical Features 

 

Remote Backup has many advanced features. First introduced in 1987, it's the most mature product 
of its kind, the acknowledged industry leader. Remote Backup runs on 32-bit and 64-bit versions of 
Windows 2000 and later, Servers and Workstations. It works with all networks, including Novell 
Netware and Windows networks. 

See the Remote Backup web site for a complete list if features. 

This is how Remote Backup works  

After your clients install Remote Backup, they will simply leave their computers on at night. Remote 
Backup hides in the background without interfering with any other program. The Remote Backup icon 
appears on the System Tray. 

At a predetermined time, Remote Backup "wakes up" and determines which files need backing up, 
and what kind of backup (out of three possibilities) is scheduled for that night. It then compresses those 
files into archives that can be a very small fraction of the original file sizes. These archives are then 
encrypted using an encryption key known only to your client.  

After the files are compressed and encrypted, Remote Backup uses the client's Internet connection or 
other communications device and sends the files off-site to your Server. Remote Backup then verifies 
the files and goes back to sleep. 

Your clients' valuable computer files are now safe off-site. If their building burns or their computer is 
stolen, their business can be saved by replacing their equipment and restoring their files from the RBS 
Server. 

 

BitBackup * 

Remote Backup can optionally use an exclusive process called BitBackup 
to substantially reduce the amount of time it takes to back up files, and to 
save storage space on the RBS Sever. For a complete explanation of how 
BitBackup works, see the section on How BitBackup Works. 

BitBackup backs up only the parts of files that have changed since the 
previous backup. For example, if you change a single 5-character word in a 2 megabyte word 
processing document, BitBackup will back up only the 5-character word.  

The first BitBackup backs up the whole file. Thereafter, each backup contains only the parts of the file 
that have changed since the most recent full backup. Therefore, all BitBackups are cumulative - each 
can fully restore a file up to the point the backup was made. As such, BitBackup files get larger and 
larger on the RBS Server as time goes on. Subsequent full backups are made automatically, reducing 
ongoing BitBackup sizes, when the size of the BitBackups reach a configurable percentage of the most 
recent full backup, OR when a configurable Roll-Forward Threshold is reached. 

BitBackup is particularly useful in backing up huge files like databases that may change only slightly 
every day. Our exclusive technology is far more reliable than others because of the cumulative nature 
of BitBackups. 

 

Local Data Store * 

When BitBackups are used, the Remote Backup Client maintains copies of the most recent backups on 
the local computer or network, available for immediate (and very fast) restore without the need to 
download them from the Server. The location of the local Data Store is configurable, so workstations in 
a network can share a common network drive. 
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RBS Open Files Agent * 

The revolutionary built-in Open Files Agent allows RBackup to back up all files, even those that are 
typically locked by other applications. With the OFA, RBackup can back up Outlook PST files, Quicken 
and QuickBooks files, and other files that, until now, could not be backed up easily by any software. 

Unlike most other backup programs that claim Open Files technology, the RBS OFA operates at the 
kernel level of Windows and does not require Microsoft's cumbersome and slow Volume Shadow Copy 
Service (VSS). VSS operates only on Windows Servers and XP, and only with certain files from 
applications that are VSS-aware. 

The RBS OFA operates on all versions of Windows 2000 and newer, on 32 and 64-bit systems, 
Workstations and Servers, including Domain Controllers and Vista.  

There are a number of ways that you can customize the installation of the RBS Open Files Agent. See 
Customizing the Client Installer for more information. Also, see the RBackup Client Help File for 
information on OFA settings. 

Turning the OFA Off - You can control whether the OFA is installed or not installed using the 
rbackup.reg file explained in Customizing the Client Installer. After installation, you can also turn it on 
and off using its setup screen, just in case it causes some problems in its initial release. If you need to 
turn it off for a user, select  

 

* (Available in select versions.) 
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Read This First 

Late Breaking Developments 

 

Preparing the Client Installers 

This software contains a Server installer and Client installers. Installing the Server is straightforward, 
and few have problems with it. However, before you can install the Client you should first customize it 
so your installed Client software knows how to contact your Server. Skipping this part of the installation 
process is what causes most problems experienced by new users. 

Read the section on Customizing the Client Installer to learn how to properly set up your Client 
installers. 

 

On the other hand, if you're like us you don't read the manuals, and we're lucky you've read this 
far. You can download a Client installer that doesn't need customization from the following link. 
You just need to know your RBS Server's public IP address and have a valid Username and 
Password. 

 

http://dl.remote-backup.com/rbsclient.exe 

 

Having trouble? Call us! 9-5 US Central Time  

901-388-5988 
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Minimum Server Requirements 

 

10 Clients 

This is the minimum configuration required to run the RBS Server software. It is good for about ten 
clients, depending on the amount of data they send you. This configuration is NOT recommended for 
client counts above ten. 

 

¶ Microsoft Windows XP Pro or 2003 Server  

¶ Pentium 4 class CPU  

¶ 1 Gig RAM 

¶ 200 Gigabyte hard drive 

¶ Internet connection 

 

50 - 250 Clients 

The minimum recommended server setup is below. This configuration is good for 50 to 250 clients, 
depending on the amount of data they send. For more than 50 clients, or of you want more speed, 
storage capacity, or backup, you can add RAID drives, SAN or NAS devices, tape drives, mirrored 
Servers, and virtually anything else that make sense in your network plan. 

 

¶ Microsoft Windows XP Pro or 2003 Server 

¶ Pentium IV or faster 

¶ 1-2 Gigabytes RAM 

¶ 500 Gigabyte Hard Drive or greater, depending on your needs 

¶ CD and/or DVD Burners 

¶ "Always On" Internet Connection (DSL, Cable Modem, T-line, etc.) 

 

More than 250 Clients 

For running 250 clients or more, and a need for 1 or more terabytes of storage space, we recommend 
a configuration similar to the following, in addition to the appropriate network support architecture. 

 

¶ Dual- or Quad- processor CPU, 3GHz 

¶ 4+ GB RAM  

¶ Windows Server 2003 

¶ 2 x 1 TB Raid-5 Arrays with hot spare. Compaq 642 Controller and separate external 
boxes with fast backplans (or similar) 

¶ Raid 0+1 for the OS on small internal drives. 
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Installing the RBS Server 

Live Version 

If you have purchased the software and are installing from a CD or download, during the installation 
you will be presented with a screen where you can activate your software. If you don't have a serial 
number, please check your email or your printed invoice. You should have received your serial number 
both ways. Check your Junk mailbox, too. 

 

Evaluation Version 

If you are evaluating the software, you will see a different series of prompts. Just follow the on-screen 
instructions. 

 

Remote Backup Systems has produced a series of tutorial movies that will greatly simplify your 
installations, especially your first one. We strongly suggest that you view these movies before installing 
your Server software. 

 

Tutorial Movies can be found at this link: http://remote-backup.com/multimedia.htm 

 

The RBS Manager 

 

 

 

The RBS Server Manager starts with the Monitor mode. This mode lets you see activity on your Server 
as clients log in for backups. 
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The RBS Server 

 

The RBS Server itself runs separately 
from the RBS Server Manager in its own 
window. You can choose to hide it if you 
like. The RBS Server is operated 
through the RBS Server Manager 
interface. This window is only there to let 
you know the RBS Server is running. 

 

 

If you haven't already done so, 
install your RBS Server now, 

then come back here. 
 

 

 

 

 

 

The Evaluation Version can install both the Server and a preconfigured Client on the 
same computer to make it easy to test the software on a single computer. In addition, 

you can install the Client software on up to 49 other computers for testing on the 
Internet and your local area network.  

 

The following two operations are NOT required to run a functional RBS Server. They provide 
extra functionality only if you want it. 

 

Install and configure your PlugIns. PlugIns are programs that add functionality or enhance the 
performance of RBackup. They are sold and installed separately from our foundation products. 

Customize the Client. This is where you will make the Client software call only your Server, and you 
can optionally re-brand the Client software with your own name and graphics, change features, and set 
defaults. There are many other re-branding and customization features. Learn more about how to 
customize your Client software in the chapter called Customize Client Installer.  

There are three ways to install the Client software. One is directly from this CD - not the recommended 
method because it requires a manual installation. Another is to burn your own CDs so that they install 
automatically. The third is to use the Online Installation PlugIn, sold separately. You can include the 
on-line installer on your web site. 

Any way you decide to install the Client you will need to prepare it first. 

Learn more about how to make your own Client installation CDs in the chapter called Customize Client 
Installer.  
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RBS Server Tester 

The RBS Server Tester can test your Server using a remote Client in 
the data center at Remote Backup Systems.  

Our remote Client acts just like a regular RBS Client. It logs into 
your RBS Server and does a backup and restore, and tests your 
router's functionality, too.  

If your RBS Server passes the RBS Server Tester's tests, it is 
functioning at 100%. 

The RBS Server Tester knows 
your Server's IP address and 
command port number. It 
attempts to log in as one of 

your clients to perform several tests. 

 

If all tests are successful, it displays two green checkmarks.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

If the Server Tester finds some problems, it attempts 
to diagnose them for you, and gives you some help. 

In this case, the problem is an incorrect (or 
dysfunctional) Command Port. 

Click the Suggestions link for suggestions on how 
to fix this problem. 
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Stand Alone Restore Agents 

Stand-Alone Restore Agents 

The two Restore Agents are very small programs that can restore your clients' data without installing the 
RBS Client software. They are unique to your RBS Server, so they have to be built using the Customize 
Client Installer utility after you have installed your RBS Server. We suggest you build them at the same 
time you build your Client installers, since they are on the same set of screens. 

 

The Web Restore Agent 
The Web Restore Agent allows your clients to restore their files online, to any computer, without 
installing the Client software. (Available in select versions.) 

The Web Restore Agent can be posted on your web site as a single .EXE file. It can restore files for your 
clients over the web to any computer, even those without a copy of the Client software. The download is 
completely secure. The Web Restore Agent uninstalls itself after it has been used, so it is safe to use on 
a public computer. 

The Web Restore Agent that you build from your RBS Server will work only with your RBS Server. 
To use the Web Restore Agent, the end user must know his Username, Password, and Encryption 
Key (or have his Key File available.) 

Find out how to build the Web Restore Agent using the Customize Client Installer function in the 
"Customizing and Installing the Client Software" chapter. 

To make the Web Restore Agent available to your end users, post it on your web site as a download. You 
can do this with a text or a graphical link: 

 

<a href="/webrestoreagent.exe">Restore Your Files Online</a>  

 

In this example, the Web Restore Agent is named "webrestoreagent.exe" When your end users click the 
link "Restore Your Files Online" the Web Restore Agent will download. Your web page might look 
something like this: 
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The first screen of the Web Restore agent allows the user to select the method of entering the details 
needed to download and decrypt the data. 

Web Restore Using the Key File 
Whenever a user installs the Client software, or changes his Encryption Key, the Client software gives 
him the option to create a Key File. The Key File contains the user's login credentials, encryption key, and 
encryption method, in a strongly encrypted format. The Key File can be used later to perform a Disaster 
Recovery, or it can be loaded onto a memory stick to be used later for a highly secure Web Restore using 
the Web Restore Agent. 

To restore using the Key File, select the, "I have a copy of my Key File available now." option, and browse 
for the Key File. 

To restore without the Key File, the user can select the option, "I know my Username, Password and 
Encryption Key." option. 

 



Stand Alone Restore Agents 

17 

 

 

To restore files without the Key File, enter the Username, Password, and Encryption Key. 

 

 

 

If you are restoring your files from a disk drive, you will also see a field called, User Root Folder. Select 
the Drive and Folder containing the files you want to restore. 
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The Advanced button allows 
users to change the way the Web 
Restore Agent selects the proper 
Encryption Method, and they can 
also change the Temp Location, 
in case the default doesn't have 
enough room to perform the 
operation. 

The Web Restore Agent will now 
contact the RBS Server for a list 
of files that can be restored, and 
will display the Restore screen. 

 

 

 

This is the main Restore screen. The left pane contains the file selection criteria. The right pane 
contains the files you have found in the search. Select files to restore in the right pane. The bottom 
pane shows the progress and results of your restore operation. 
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Search for Files to Restore 

All or part of filename 

 

Enter any part of the file name or folder name to 
search for files, or leave this as *.* to search 
through all files. 

 

 Backup Set 

Select which backup set to search though, or 
select All backup sets. 

 

 

Date Search 

Select On Date, Before Date, After Date, 
Between Dates, or All. 

 

On Date: Selects files backed up on a 
date. 

Before Date: Selects files backed up 
before a date. 

After Date: Selects files backed up after 
a date. 

Between Dates: Selects files backed up 
between two dates. 

 

Date 

Select the date from a drop-down calendar to 
use in the search. If you select Between Dates, 
there will be two Date fields. Note: The 
calendars will only let you select dates for 
files that have been backed up. 

 

When you have entered your search criteria, press the Search button. The files found in your search 
will appear in the right pane. You may now enter other search criteria to find more files, which will be 
added to the right pane. 

To clear your search and start over again, press the Clear Search button. 

After you have searched for your files, and have selected the ones you want to restore by check 
marking them in the right pane, press the Start Restore button to begin the restoration. 

 

Restore Location and the Change Location Button 

In the left pane, near the bottom, the current Restore Location is listed. The default is Original 
Location so the restored files will be placed in the same locations from which they were backed up. To 
restore to a different location, select the Change Location button to select another location. 

SafeByte will create the original folder structure at the new location and restore your files there.  
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This screen displays if you 
have selected to restore files 
to their original location (which 
is the default) and asks if you 
want to redirect the restored 
files to another location. If you 
want to over-write your current 
files in their original locations, 
answer NO to this prompt. 
Otherwise, answer YES, and 
the software will allow you to select another location for the restored files. 

 

Restore Progress Screen 

 

 

 

During the restore process you will see this progress screen in the bottom pane.  

 

Restoring the System State 

NOTE: This restore cannot be redirected. It will always overwrite existing System State. 

System State can be restored like any file. Simply select it for restore. After restore, the computer must 
be rebooted for the restore to take effect. 

 

Restoring Active Directory 

NOTE: This restore cannot be redirected. It will always overwrite existing Active Directory. 

¶ Restart the computer in Directory Services Repair Mode.  

¶ Start SafeByte 

¶ Restore Active Directory using the SafeByte Restore interface 

¶ Restart the computer in Normal Mode. 
 

After the restore operation is completed, the Web Restore agent will be uninstalled and removed from the 
computer. 
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The Disk Restore Agent 

 
The Disk Restore Agent allows your clients to restore their files without the Internet, from any 
removable media, without installing the Client software.  

The Disk Restore Agent can be sent to your clients along with the compressed and encrypted server-
side archive files containing their data. It can restore files from CDs, DVDs, Memory Sticks, or USB 
Drives. The Disk Restore Agent is very useful when bandwidth and data volume make an online 
restore impractical. 

 
Find out how to build the Disk Restore Agent using the Customize Client Installer function in the 
"Customizing and Installing the Client Software" chapter. 
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Ports 

The RBS Server Installer can attempt to configure your router automatically. This will work if 
you have a Plug and Play router, with uPnP turned on. The installer will test for uPnP and can 
give you instructions. It is necessary to configure only the Server-side router. Client-side 
routers need no configuration. 

The RBS Server usually requires that you open several ports through your firewall, and Port Forward 
them through your router (if you are using a router). These ports are called the "Command Port" and 
the "Data Ports" 

All Clients first contact the Server on its Command Port, usually port 2774, our assigned port number. 
You can define your Command Port to be any valid and unused port. 

The Server then tells the Client to call back on a different port number to send its data. Each client that 
calls in simultaneously will get a different Data Port number, and may attempt to use as many as five 
ports, depending on bandwidth availability. That way the Server can handle many simultaneous users.  

 

Assigning Data Ports 

You can tell the Server to assign its Data Ports in a specific range using the TOOLS > PROPERTIES > 
RBS PREFERENCES screen of the RBS Manager. For maximum speed under most conditions the 
"DATA PORT RANGE" needs to have a range that includes four ports per simultaneous user, and 100 
minimum. 

The default is the range of ports that begins at 29001 and ends at 290100 

After you restrict the port range you can open only that range of ports through your firewall, if necessary.  

Reducing the number of available ports too much can result in slow transfer speeds.  

Changing the Data Port range is a Server-side operation only. It is not necessary to redistribute Client 
software if you change the Data Port range. However, it is necessary to redistribute Client software if 
you change the Command Port. 

For more information on how to use Ports and how to configure routers and firewalls, see the 
Knowledge Base on the remote-backup.com website. 

 

Routers 

Routers are used to control the flow of Internet traffic. Internet traffic is routed in part by Port Numbers 
and IP Addresses, and by the type of traffic. To maintain its high security, RBackup usually needs its 
server-side router to be configured. This needs to be done only once.  

RBackup does not require client-side router configuration.  
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The RBackup server installer will attempt to automatically configure a Plug and Play router. During the 
installation, you will be asked if you want to attempt to configure the router.  

The installer will attempt to assign port mapping for TCP traffic on port 2774, and on Data ports 29001 
through 29010. This is adequate for about four simultaneous backup sessions. You will probably want to 
increase the Data port 
range after your 
evaluation so you can 
handle more traffic.  

If the router's Plug and 
Play function (usually 
called UPnP) is turned 
off, the configuration 
will fail.  

You can then log into 
the router and turn on 
UPnP (usually found 
under Advanced Settings or LAN Settings) and try again, or you can manually configure the router. If 
your router does not have a Plug and Play or UPnP setting, you will have to manually configure it.  

 

Manual Router Configuration  

If the RBackup Server installer was unable to automatically configure your router, you can do it 
manually. The RBS Server needs ports 2774, and ports 29001 through 29010 forwarded for TCP traffic. 
This will be sufficient to test the RBS Server with four simultaneous connections.  

The RBS Server listens for connection requests on assigned port number 2774. When it receives a 
properly formatted and encrypted request, and the requesting account is active, the RBS Server opens 
one or more Data Ports for the client to send data. The more ports it can open, the faster the connection.  

You can define both the Command port (defaults to 2774) and the Data Port range. The Evaluation 
software defaults to 2774 and 29001 through 29010. Consult the User's Manual (on the Help menu of 
the RBS Manager) for more information on changing port numbers.  

Most routers are configured through a web browser, and require a Username and Password to change 
settings. If you do not know the Username and Password for your router, stop now and contact the 
person responsible for administering your router.  

The router configuration screens used below are sometimes found under the Firewall settings. We can't 
include individual instructions for all routers, so we are using the most common type of router for these 
examples - Linksys by Cisco. You will find links to the websites for other common routers at the end of 
this chapter.  

Port Forwarding 

(Sometimes called "Port Mapping") All routers have a Port Forwarding screen. This is used to direct 
certain types of traffic from the Internet to specific computers within the internal network, determined by 
port numbers.  

Port Range Forwarding 

Some routers have a second screen for port forwarding, called Port Range Forwarding, used for 
forwarding a range of ports. You can use either, although the Port Range screen is quicker and simpler 
to use.  

Services 

There may also be a screen called "Services" which also forwards single ports, and assigns a Service 
Name to each port.  
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DMZ 

"DMZ" stands for "Demilitarized Zone," a misnomer. Turning on the DMZ function, and assigning the 
RBS Server computer as its DMZ Host will direct all inbound, unsolicited traffic to the RBS Server. This 
is the equivalent of defining Port Forwarding for all ports, for all traffic types, and one-to-one NAT. This is 
not recommended for an RBS Server.  

 

Any one of the above methods will work. For security purposes, we recommend using Port Range 
Forwarding.  

 

Private IP Address of your RBS Server  

To forward ports in your router, you will need to know the Private IP Address of your RBS Server 
computer. Here's how to find it.  

Select Start, then Run, then type CMD and click the OK button. When the Command Prompt appears 
(the second example below) type ipconfig and hit the ENTER key.  

 

   

 

 

Your RBS Server's IP Address is listed as the first IP Address displayed. In this example, 192.168.2.102. 
Your IP address will be different. Write down the number that appears on your screen.  

Type EXIT to close the Command Prompt.  

 

In the following example using a Linksys router, the Port Range Forwarding screen is found under the 
Firewall tab. Set up your router using this example. Note that your router's screens will differ from this 
example. However, the Port Forwarding screens on most routers are similar enough to make this easy.  
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RBS Cmd starts at port 2774 and ends at port 2774. (only one port) It forwards TCP traffic to IP address 
192.168.2.102.  RBS Data starts at port 29001 and ends at port 29010. It forwards TCP traffic to IP 
address 192.168.2.102.  

When you have defined the Port Forwarding, be sure to SAVE your configuration. Your router may 
reboot.  After your router reboots, test your RBS Server using the Test RBS Server option on the Tools 
Menu of the RBS Manager.  

Opening More Ports for Production Servers  

Each connection from a Client to your RBS 
Server will use at least one Data port from the 
Data port range that you define. Thus, the 
Evaluation Version, with only 10 ports defined, 
is theoretically good for ten simultaneous 
connections. In practice, however, it is a good 
idea to designate at least three ports for every 
simultaneous connection you expect to 
support. This will increase backup speed.  

So, if you have a twenty-five client version of 
RBackup, with twenty-five active clients, you 
might (as a rule of thumb) have three or four of 
them logged in at any given time during the 
normal night-time backup schedule. So, ten 
Data ports would be sufficient. If you expect all 
25 of them to log in at once, you would want to 
open 75 Data ports.  

 The range of Data ports you open in your 
Router must exactly match the range of data ports you define in the RBS Manager's Server Properties: 
RBS Preferences screen.  
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Customizing & Installing the Client Software 

Tools: Customize Client Installer 

 

 Your RBS Software comes with a Server and a Client. The Client 
software should be customized for your Remote Backup Server 
before you distribute it. 

You will use this section to customize your Client software so it 
looks and acts like you want it to when your customers install it. 
This is a very powerful function that allows you to fully brand 
your own RBS Client software. 

This allows you to deliver a highly customized Remote Backup 
solution to a wide range of customers - from those who want to 
completely manage their own backups to those who want a 
simple one-touch set-and-forget solution with few options. 

You can also create a customized self-installer (a single .EXE 
file) for your Client software at the touch of a button that can be distributed over the Internet, as 
an Email attachment, by CD, or on a local network. 

  

Important Note About the Client's Help File: RBackup can be customized to such an extent that it 
no longer matches the default Client Help File in features, functionality, or appearance. For example, 
the default Client Help File shipped with the product contains the screen captions, "Remote Backup," 
and the default RBS Client icon. If you change those features, you may want to re-capture all screens 
in the Help File that display them. If you lock out certain functions of the Client software using the 
Client Locks feature, you may want to remove references to the locked-out features from the Client's 
Help File. 

Please see the section on Editing the Client's Help File in the Advanced Customization chapter. 

 

Note: The Evaluation Version can install both the Server and a pre-configured Client on the 
same computer. These instructions are for creating Clients to run on remote computers. This 
feature will not customize a Client that has already been installed.  

 

¶ Change the Company Name on program screens to your own 

¶ Change icons and program graphics to your own 

¶ Change the Splash and About screens to your own 

¶ Include your own End User License Agreement in the installer 

¶ Add a custom menu option and link to the Help menu 

¶ Customize the text in the Print Key form 

¶ Set the Client to contact only your RBS Server 

¶ Lock out parts of the Client's functionality so customers cannot change settings 

¶ Assign Backup Set schedule defaults 

¶ Pre-select file sets to back up (by file type) 

¶ Include your own custom file types 

¶ Define Autoselect file sets 

¶ Change Admin password 
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¶ Change port number 

¶ Set File Retention Policy 

¶ Set Encryption Method 

¶ Set Compression Level 

¶ Set Transfer Verification Method 

¶ Set Processing Priority 

¶ Set Temporary File Path 

¶ Set BitBackup Reference Cache path 

¶ Turn ON or OFF the "Install Client as Service?" prompt during installation 

¶ Set default Log Levels and Log Retention Period 

¶ Set various program internal values 

 

 

The Basic Settings Tab 

The Basic Settings Tab contains the most basic of options that must be set to make the RBS 
Client software connect to the RBS Server. 

 

 

 




